CNN News Highlights — Vacuum Hack

1) dust 2) filter | 3) horsedrawn | 4) invented 5) motor-powered pump | 6) patented
system to create suction
10-second trivia: When was the first electric vacuum ? 1791, 1835, 1867, or 19017
Answer is: 1901. British engineer Hubert Cecil Booth a large machine that used a
, pulling through long hoses into a outside of the building.
1) experimenting | 2) flaw | 3) hacked 4) potential 5) shedding light 6) smart home
with security risks devices
Have you heard about the man who 7,000 vacuum cleaners? A software developer
his own robotic vacuum discovered a that allowed access to thousands of others,
including their cameras and microphones, on with . Let's look at how it

happened and what we should know.

1) deep cleaning 2) intheory | 3)launching | 4) navigated 5) PlayStation 6) software

controller developer
“So, , you could have used someone else's vacuum and it around their home to see
whatever you wanted to see.”
“Or at 4:20 for everyone. Yes.” Sammy Azdoufal was building an app to hack

his DJI Romo smart vacuum. He wanted to use his
to make it move.

1) access | 2) approximate | 3)inthe process | 4)live camera 5) major security | 6) voice
feeds flaw commands

But , he accidentally uncovered a . With the help of an Al chatbot, Sammy discovered
he could also what he says were roughly 7,000 other vacuums, allowing him to get their

locations and even remotely control other people's vacuums. He could also see through
other users and hear through their vacuum’s microphones, features typically in place to
help the vacuums navigate around a home and respond to

| 1) beta testers | 2) consumers | 3) fix the issue | 4) hide the camera | 5) respond | 6) takeaway |

When it happened, my wife start to from the robot because she was scared. | don't know - |
freak out or scared. Hehehe. Sorry, this make me laugh for nothing. But why they got to put a
microphone in a vacuum? Like, | don't know. | don't get it.

Sammy immediately reported the flaw to DJI. After some back and forth, the company fixed it. DJI
did not to a request for comment from CNN. But Sammy says there's an important

here for thinking about buying any smart home device. Let other users be-being a

before you. So the company will before you buy it.
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Answers

1) dust 2) filter | 3) horsedrawn | 4) invented 5) motor-powered pump | 6) patented
system to create suction

10-second trivia: When was the first electric vacuum 4) invented? 1791, 1835, 1867, or 19017

Answer is: 1901. British engineer Hubert Cecil Booth 6) patented a large 3) horsedrawn machine
that used a 5) motor-powered pump to create suction, pulling 1) dust through long hoses into a
2) filter system outside of the building.

1) experimenting | 2) flaw | 3) hacked 4) potential 5) shedding light 6) smart home
with security risks devices

Have you heard about the man who 3) hacked 7,000 vacuum cleaners? A software developer
1) experimenting with his own robotic vacuum discovered a 2) flaw that allowed access to
thousands of others, including their cameras and microphones, 5) shedding light on 4) potential
security risks with 6) smart home devices. Let's look at how it happened and what we should
know.

1) deep cleaning 2) intheory | 3)launching | 4) navigated 5) PlayStation 6) software
controller developer

“So, 2) in theory, you could have used someone else's vacuum and 4) navigated it around their
home to see whatever you wanted to see.”

“Or 3) launching 1) deep cleaning at 4:20 for everyone. Yes.” 6) Software developer Sammy
Azdoufal was building an app to hack his DJI Romo smart vacuum. He wanted to use his

5) PlayStation controller to make it move.

1) access | 2) approximate | 3)inthe process | 4)live camera 5) major security | 6) voice
feeds flaw commands

But 3) in the process, he accidentally uncovered a 5) major security flaw. With the help of an Al
chatbot, Sammy discovered he could also 1) access what he says were roughly 7,000 other
vacuums, allowing him to get their 2) approximate locations and even remotely control other
people's vacuums. He could also see through other users 4) live camera feeds and hear through
their vacuum’s microphones, features typically in place to help the vacuums navigate around a
home and respond to 6) voice commands.

| 1) beta testers | 2) consumers | 3) fix the issue | 4) hide the camera | 5) respond | 6) takeaway |

When it happened, my wife start to 4) hide the camera from the robot because she was scared. |
don't know - | freak out or scared. Hehehe. Sorry, this make me laugh for nothing. But why they
got to put a microphone in a vacuum? Like, | don't know. | don't get it.

Sammy immediately reported the flaw to DJI. After some back and forth, the company fixed it. DJI
did not 5) respond to a request for comment from CNN. But Sammy says there's an important 6)
takeaway here for 2) consumers thinking about buying any smart home device. Let other users be-
being a 1) beta testers before you. So the company will 3) fix the issue before you buy it.



